Key legal sources for payment service providers in IT supervisory law*

Directives and RL (EU) Delegated acts (EU)
Laws (DE) Regulations (DE)

Administrative publications

CER-RL?

NIS2-RL

ZAG

*no claim to completeness

Delegated Regulation
(EU) [Draft]®

RTS zu Thread Led Penetration Tests

Implementing Regulation
(EU) 2025/302

ITS on standard forms and
procedures for reporting an ICT-
related incident

Implementing Regulation
(EU) 2024/2956

ITS on a standard template for the
information register

Delegated Regulation

(EU) 2024/1773
RTS on the ICT third-party service
provider guideline

Delegated Regulation

(EU) 2024/1502
RTS on specifying the criteria for the
classification of critical ICT third-
party service providers

BSI-KritisV?

Delegated Regulation

(EU) [Draft]®
RTS on the sub-contracting of ICT
services

Delegated Regulation

(EU) 2025/301
RTS on specifying the content and
timelines for reporting major ICT-
related incidents

Delegated Regulation
(EU) 2024/1774

RTS on the ICT risk management
framework

Delegated Regulation

(EU) 2024/1772
RTS on ICT incident reporting

EBA/GL/2025/02
Guidelines on ICT and security risk
management

ESMA50-164-4285
Guidelines on outsourcing to cloud
service providers

EBA/GL/2019/02

Guidelines on outsourcing

Minimum contractual
requirements DORA

Circular 07/2024
Minimum requirements for the risk
management of ZAG institutions
(ZAG-MaRisk)

JC/GL/2024/36
Joint guidelines on cooperation in
supervision and information
exchange

EBA/GL/2021/03
Revised guidelines on reporting
major incidents

EBA/REC/2017/03
Recommendations on outsourcing to
cloud service providers

Supervisory notice
Implementation notes on DORA

Supervisory notice
Outsourcing to cloud service
providers

Lin future to be transposed nationally by the KRITIS Umbrella Act (still to be promulgated) and a supplementary ordinance to the KRITIS Umbrella Act (still to be issued)

2in future amendment of the BSIG and repeal of the BSI-KritisV through the NIS2 Implementation Act (NIS2UmsuCQG)

3adopted by the European Commission and currently under review
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https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX%3A02022R2554-20221227
https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX:32022L2557
https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX%3A02016R0679-20160504
https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX%3A02022L2555-20221227
https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX%3A32025R0301&qid=1745502618427
https://eur-lex.europa.eu/legal-content/DE/ALL/?uri=CELEX:32024R1502
https://www.eiopa.europa.eu/document/download/243b423e-404d-4a4d-bd2b-b7a0fa4779ed_de?filename=Joint-guidelines-on-oversight-cooperation-and-information-exchange-between-the-ESAs-and-the-competent-authorities-under-DORA_DE.pdf
https://www.eba.europa.eu/sites/default/files/documents/10180/2761380/5546a705-bff2-43eb-b382-e5c7bed3a2bc/EBA%20revised%20Guidelines%20on%20outsourcing_DE.pdf
https://eur-lex.europa.eu/eli/reg_del/2024/1772/oj
https://eur-lex.europa.eu/legal-content/DE/ALL/?uri=oj:L_202500302
https://www.eba.europa.eu/sites/default/files/2025-03/23684f95-f669-4852-94a0-dac6c2ae67ad/GLs%20on%20ICT%20risk%20and%20security_DE_COR.pdf
https://www.eba.europa.eu/sites/default/files/document_library/Publications/Guidelines/2021/Guidelines%20on%20major%20incident%20reporting%20under%20PSD2%20EBA-GL-2021-03/Translations/1019028/Final%20revised%20Guidelines%20on%20major%20incident%20reporting%20under%20PSD2_DE_COR%20-%20C%20table%20corrected%20%284%29.pdf
https://eur-lex.europa.eu/eli/reg_del/2024/1773/oj?locale=de
https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX%3A32024R2956&qid=1733138247253
https://www.eba.europa.eu/documents/10180/2170125/afd89dc3-45a7-4054-a642-d03b4e35fa1f/Recommendations%20on%20Cloud%20Outsourcing%20(EBA-Rec-2017-03)_DE.pdf
https://www.esma.europa.eu/sites/default/files/library/esma_cloud_guidelines_de.pdf
https://eur-lex.europa.eu/eli/reg_del/2024/1774/oj
https://www.gesetze-im-internet.de/bsig_2009/BSIG.pdf
https://www.gesetze-im-internet.de/bsi-kritisv/BSI-KritisV.pdf
https://www.gesetze-im-internet.de/tkg_2021/TKG.pdf
https://www.bafin.de/SharedDocs/Downloads/DE/Anlage/Aufsichtsmitteilung/dl_2024_07_08_Aufsichtsmitteilung_Umsetzungshinweise_DORA.html?nn=19705652
https://www.bafin.de/SharedDocs/Downloads/DE/Anlage/dl_2024_08_05_Mindestvertragsinhalte_DORA_DE_EN.html?nn=19669324
https://www.bafin.de/SharedDocs/Downloads/DE/Anlage/Aufsichtsmitteilung/dl_aufsichtsmitteilung_2024_02_01_Auslagerungen_Cloud_Anbieter.html?nn=19659504
https://www.gesetze-im-internet.de/zag_2018/
https://www.gesetze-im-internet.de/kredwg/
https://paytechlaw.com/
https://www.bafin.de/SharedDocs/Downloads/DE/Rundschreiben/dl_rs_0724_ZAG_MaRisk.html;jsessionid=F65BA5C0CC8AB2BB07B18FD00FC17F1E.internet941?nn=19643896
https://ec.europa.eu/transparency/documents-register/detail?ref=C(2025)885&lang=de
https://ec.europa.eu/transparency/documents-register/detail?ref=C(2025)1682&lang=de
https://annerton.com/
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